TU

Safety and Security in Industry AUSTRIA M

Research Lab ,,SafeSecLab” s SeclLab
T

Project 2 Safety and Security Integrated IT/OT Ali M.Hosseini
Architecture { U Education

- B B.Sc. (KNTU, Tehran) and
@ - M.Sc. (AUT, Tehran)

A Joint Venture of TUV Austria and TU Wien

The PhD2 project is defined to enable a safe and secure integration
of the different levels of the automation pyramid. Relevant topics

for the project address the integration or embedding of legacy both in Electrical Engineering
components, network security, hierarchical security architectures . Experience

(defense in depth), security/safety versus real-time requirements, * Control Algorithm Design
challenges of limited resources in automation systems, scalability . Two years of work experience in

and resilience. To address these issues, a Reference Architecture
and recommendations for its prototype implementation is planned
to be developed. A Reference Architecture continuously captures
stakeholders’' needs, receives feedback from the real-world
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Expected Research Results

 Designing a Reference Architecture for safety and security.

* Providing recommendations for safety and security by design in line
with RAMI 4.0 and AAS.

* Providing a safety and security catalogue.

 Validation and assessment of the proposed Reference Architecture
via testbed implementation.

* Designing system architectures for AAS-based Digital twin applying a Superwsor.: Thilo Sauter (TU Wien) |
specific use case. Co-Supervisor: Wolfgang Kastner (TU Wien)
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