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The aim of this work is to detect attack preparations and ongoing
attacks as well as their effects on industrial control system (ICS)
networks. To this end, anomalies in network traffic will be detected
and, with the network-based detection, linked to other data sources
(e.g., system information, environmental sensors, context
information) to support security experts aligned with operations

Interests:

Neural Network based Classification and Machine Leafning,
Applied Cryptography, Protocol Security

Plans for the Future:

responsible staff in assessing the situation to ensure continuous safe Publish insights and results gained from ICS traffic analysis
and secure operations and data integrity/confidentiality. Challenges and anomaly detection research, develop anomaly based IDS
here are: The new communication patterns in industrial networks, orototype for elastic stack.

the extraction of suitable features for detection and the quality of the
detection methods.
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Fig. 2: From raw network traffic to machine learning based traffic/attack classification Fig. 3: Stepwise Data collection to classifier Training. -°°°

Fig. 1: Botnet attack simulation at TU pilot factory
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SliLiseed ‘  The current state of the art research provides evidence for the

| potential of anomaly-based intrusion detection in industrial
networks. ICSs typically consist of a set-up that is well
definable, with infrequent changes [1, 2], while the typically
low data rates of ICS networks enable more complex data
processing despite real-time constraints [3, 4].

Upcoming Steps:
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Forest — B We currently test and optimize the performance of our prototype

Fig. 4: Three different classification approaches are used in the S IEM Prototype.

for our use cases and decide for (hyper)parameters. We then use
B these ML-based approaches in combination with existing
! technologies (signature-based intrusion detection).

After extensive literature review and counseling, we decided for three
approaches: Random forests, One-Class support vector machines (OCSVM)
and Autoencoders, the latter two being unsupervised approaches.
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