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Risk management provides an important insight which shapes
the safety and security of an organization. The increasing
threats in an ever changing industrial environment has made
it difficult to meet the required safety and security standards
in industrial control systems (ICSs). This PhD topic attempts to
achieve automated risk identification, analysis and assessment
for information security in ICSs. The project aims to find the
state-of-the-art identification of security-relevant data and
continuous collection of this data to obtain a useful model.
Cost-effective risk reduction techniques are to be
implemented and validated.

Interests: lloT, Cyber security, Artificial Intelligence,
Machine Learning, Industrial Communication and
Control System.
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Expected Research Results

e State-of-the-art identification of data and sources, to
extract security relevant information

* Prototype of continuous data collection
* Model of dynamic risk identification and assessment

 Development of automatic risk identification and
assessment methods

* Prototype implementation and validation
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